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November 12, 2014

Decoding the Russian Parus (Cosmos) Navigation Satellites with the RTL-SDR

Once again Happysat, who previously wrote in to RTL-SDR.com to let us know how to receive dead
satellites with the RTL-SDR has again written in to let us know about his latest achievements.

Happysat has recently been using a RTL-SDR to decode the discontinued Russian Parus (Cosmos)
Navigation Satellites. These are low earth orbit satellites operated by the Russian Space Forces that are
used for military communication and navigation. Since 1974 there have been 99 Parus satellites launched,

but there are only three currently active.

With an RTL-SDR, SDR# and decoder software, Happysat was able to decode data from the satellite
which includes the current Moscow time and various location and telemetry data.
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File Tools

Russian Parus (Cosmos) Satellite
Decoded Data

Happysat writes:

The Russian Military Parus satellites are/where used for low-earth orbiting navigation
information and store-dump radio communications relay service for Red Navy surface vessels
and submarines.

Each satellite is in a near-circular orbit of about 1000 km (620 miles).The orbits are polar (pass
over the poles of the earth) and stay stationary in space so that as the earth rotates, the satellite
covers different parts of the planet.

There are three currently operational, Cosmos 2407, 2414, and the last one launched in this
series (April 2012) Cosmos 2463 with a lifespan of 4 years.

They are discontinued now as the GLONASS Navigation systems did take over the service which
are providing a better accurate GPS position.

Why the Parus-Satellites are currently still broadcasting data is unknown. Most probably due
the older vessels and submarines are still using Shkhuna Radio systems.

The satellites transmit two radio carriers, one on VHF which is FM modulated with the
navigational data around 10 watts, and one on UHF which is unmodulated (tracking Beacon).

Already in 1980 the British Kettering Group was able to decode the encryption. The first 18 Bit
of data contain the Moscow time, the other Bits contain the positions and orbits from the other
active Parus-Satellites. Very similar data like our GPS output and the Orbcomm satellites (on
137 Mhz) with OrbcommPlotter (explained also on rtl-sdr).

With RTL-SDR and SDRSharp its possible also to decode the Russian Military Parus satellites.

Alan Cordwell did write a Java decoder that will decode the navigation data from the VHF
transmission in non-real time. cosmos_export.rar [Mirror] It is experimental software and very
basic.

Unfortunately his website is offline but still on web-archive (link to web archive)

You will need to record the audio from the satellite and save it as a 44100, 8-bit, mono .wav
file. Which means SDRSharp included wave recording is not suitable to do this you need a
external program like Audacity or any favourite which can handle the requirements above.
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Then you will need to apply narrow bandpass filtering to it at 3, 5 and 7 kHz. Without this
filtering step only a small portion of the data will be available, i’m still struggling with this step

He did use Cool Edit Pro to do this, there are no doubt other apps available like
Audacity. Included is a sample filtered audio file for you to try it with, it’s in the rar archive as
well.

Unpack the archive to a convenient location a folder called cosmos-export will result. Execute
the file cosdec.jar to run the application. Open a file with file/open and in the file chooser dialog
select the wav file. To decode it go to Actions/Process File.

To write all output to a log file: check the Dump to log option in File menu (log file will be
created with same name as audio file but with .log extension appended). Datascope does as it
suggests; it launches a little frame that shows (using graphics) the waveform of the data
recovered from the audio. The frequency axis is upside down! you’ll see the 3, 5 and 7kHz bits
with 7 at the bottom.

There is another program (Sorcerer) which can decode in real-time only, the current actual
atom Moscow time from the satellites.

[sorcer download]

Start sorcerer and go to the menu add decoder on the left FSK and choose COSMOS NAVDATA.
Move the first bar slider in the spectrum to 3 kHz so the second and third are on 5 and 7 KHz as
seen in the screenshot.

Its possible to run this application and record audio at the same time which is later on needed
for the cosmos_export Java program.

The frequencies are as follows:

Cosmos 2407 and 2414
VHF Frequency NavData 149.970 MHz, Tracking Beacon 399.920MHz

Cosmos 2463
VHF Frequency NavData 149.940 MHz Tracking Beacon 399.840MHz

Orbital parameters and predictions:
You need to run Orbitron in SDRSharp to take care of the Doppler!
TLE’s for the current satellites, (these are current as of 10th November 2014)

COSMOS 2407
1283800 04028A 14313.17698750 .00000073 00000-0 59418-4 0 2927
2 28380 82.9601 332.2565 0038129 220.5020 139.3308 13.75978622517201

COSMOS 2414
1285210 05002A 14314.08629907 .00000094 00000-0 65641-4 0 6502
2 28521 82.9510 6.9860 0040501 164.6577 195.5838 13.87513505496523

COSMOS 2463
1365190 10017A 14313.57202739 -.00000009 00000-0 -27079-4 0 4041
2 36519 82.9553 122.2841 0036820 7.8477 352.3245 13.71357663227175

New ones can be downloaded at celestrak: musson.txt

Good luck and if anyone has good knowledge on how to apply narrow bandpass filtering at 3, 5
and 7 kHz, please write in the comments!

Note that Orbitron can be downloaded from http://www.stoff.pl/, and the SDR# plugin to interface with it
can be downloaded from SatelliteTracker2.zip or here. A tutorial on using Orbitron with SDR# for
Doppler correction can be found on our NOAA Weather satellite reception tutorial.
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November 13, 2014 - 8:22 pm Tehrasha

These ‘googleads’ need to go. They misleadingly look like part of the article, and I am not going
anywhere near something as suspicious as ‘windows-7.driverupdate.net’.
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November 13, 2014 - 8:48 pm admin

I'll try to block those ones from showing up. Google is usually good about not approving dodgy
ads, but seems like some still get through.

Reply

ELEVATE
YOUR DJ MIX

Post a comment

Commen

<a href="" title=""> <abbr title=""> <acronym title=""> <b> <blockquote cite=""> <cite> <code> <del datetime="">

<em> <i> <q cite=""> <s> <strike> <strong>

Name { 1 Email { Website

| |

Save my name, email, and website in this browser for the next time I comment.

ANTISPAM: What does the 'F' in FM radio stand for? (Required)

Notify me of followup comments via e-mail. You can also subscribe without commenting.

‘ Post comment ‘

This site uses Akismet to reduce spam. Learn how your comment data is processed.

YouTube Airspy Review and Comparison
ADS-B Onboard a 737 with Realtime Primary Flight and Navigation Display

Ctp. 6 u3 10 08.08.2020, 21:27



Decoding the Russian Parus (Cosmos) Navigati... https://www.rtl-sdr.com/decoding-russian-parus-...

KERBEROSSDR

‘\i’///

© 1 RADIO DIRECTION FINDING 1B
B PASSIVE RADAR ™ o B

Follow Us

FEI&E

OTADbIX
HA AAYE

Weekly Newsletter

{Enter your email address... 1 ’ Subscribe

Search

[ M Search |

Recent Posts

e Defcon 2020 Online Talks: Satellite Eavesdropping & Detecting Fake 4G Base Stations
e TechMinds: Using Public Online SDRs without SDR Hardware

Ctp. 7u3 10 08.08.2020, 21:27



Decoding the Russian Parus (Cosmos) Navigati... https://www.rtl-sdr.com/decoding-russian-parus-...

e SignalsEverywhere: Setting up a Broadcastify Feed with SDRTrunk
e NyanSat: A Low Cost Open Source Satellite Ground Station
e Setting up a GSM Basestation in minutes with a USRP and DragonOS

Recent Comments

Hooligan on SignallD: Shazam Style Automatic Signal Identification for Android: “Why the app wants
access to my photos and media is perplexing. If an answer can be provided I may...”
Aug 8, 12:53

OTADbIX
HA AAYE

Gérald on Defcon 2020 Online Talks: Satellite Eavesdropping & Detecting Fake 4G Base Stations: “I
wonder how narrow are focused satellite beams to ground stations. If someone brings a satellite dish
nearby a ground...”

Aug 8, 08:11

David on Flipper Zero Crowdfunding: An Open Source RF Pen Testing Tool For Hackers: “So this the RF
equivalent of a Lock-Pick Set. In some countries (e.g., some provinces in Canada and Australia, Poland,...”
Aug 8, 07:55

David on SignalsEverywhere: Setting up a Broadcastify Feed with SDRTrunk: “So you’ll be streaming
unintelligible noise to everyone? Project 25 in N. America (a.k.a. P25) is typically encrypted. For
example...”

Aug 8, 07:33

David on NyanSat: A Low Cost Open Source Satellite Ground Station: “No way to obtain the hardware -
zero information on where you can buy the parts. It looks like we...”
Aug 8, 07:23

crying out for ML (Machine Learning), even tinyML on cheap small boards would probably be OK.
Check...”
Aug 8, 06:54

KiwiSDR on TechMinds: Using Public Online SDRs without SDR Hardware: “Really? You should have let
me know. I would have given you all your money back.”
Aug 7, 08:16

Ctp. 8u3 10 08.08.2020, 21:27



Decoding the Russian Parus (Cosmos) Navigati... https://www.rtl-sdr.com/decoding-russian-parus-...

YBEN rObAWHI

Tweets vy @rtisdrblog

rtl-sdr.com
@rtlsdrblog

Defcon 2020 Online Talks: Satellite Eavesdropping & Detecting Fake 4G Base Stations rtl-sdr.com/defcon-2020-on...

DEF CON SAFE MODE

TALKS

16h
Embed View on Twitter
Categories
Select Category v
Archives

Select Month v
Full Archives List

Tags

ads-b airspy ais amateur radio android antenna ApT Automatic dependent surveillance broadcast bladerf DAB
direction finding dsd E4000 gnu radio GoEs GPS csMm hacKrf HF hydrogen line inmarsat 1-band limesdr LNA NOAA outernet

P25 passive radar plutosdr R820T radio astronomy raspberry pi reverse engineering I‘tl-Sdl" I‘t12 8 3 2

rt12 8321 satellite sdr# sdrplay sdrsharp security Software-defined radio upconverter usrp weather
satellite

Ctp.9u3 10 08.08.2020, 21:27



Decoding the Russian Parus (Cosmos) Navigati... https://www.rtl-sdr.com/decoding-russian-parus-...

i Latest Forum Posts

e Off-Topic * Re: Inmarsat

e Other SDR Devices * Happy day to all I want to program for this DSDPLUS / P25 Thank you
o Off-Topic * Re: ebay sellers beware!

e Off-Topic * Frustrating wait for product to arrive

e Other SDR Devices * Nooelec sdr dongle question please

Submit a Story/Contact

Submit a Story/Contact

THE HOBBYIST'S
GUIDETO THE

CARL LAWER

Meta

e Log in

e Entries feed

e Comments feed
e WordPress.org

What is RTL-SDR
The RTL-SDR is an ultra cheap software defined radio based on DVB-T TV tuners with RTL2832U chips.

The RTL-SDR can be used as a wide band radio scanner. It may interest ham radio enthusiasts, hardware
hackers, tinkerers and anyone interested in RF.
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